NudopmanuonHas naMATKA 1J151 00y4alOIIUXCS IS pa3MeleHUs Ha
o(pMUIMATBbHBIX HHTEPHET-pecypcax

C kaxaplM TOJAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIbHUKM OJHW W3 CaMbIX AKTUBHBIX IMoOJib3oBaTenen Pynera. Mexny tew,
MMOMHMO OTPOMHOTO KOJIMYECTBA BOZMOYKHOCTEH, MHTEPHET HECET U ITPoOJIeMbl. JTa
IaMsITKa JOJKHA IIOMOYb TeOe Oe30IMacHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IPOrpamw,
OTIIMYUTEIBHON 0COOCHHOCThIO KOTOPOU SBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT IOBPEAUTh WIH MMOJHOCTbIO YHHUTOXHUTh
Bce (hailiibl U JaHHbBIE, TOJKOHTPOJIBHBIE MOJIb30BATENI0, OT UMEHU KOTOpPOTro Oblia
3amyllleHa 3apa)K€HHas MporpaMMa, a Tak)Ke MOBPEIUTh WIH AK€ YHUUTOXKUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CllydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTOIlLI 3alllMTHI OT BPEAOHOCHBIX IIPpOorpaMm:

1. Ucnionb3yit cOBpeMEHHBIE ONEPAllMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HbIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocTossHHO ycTaHaBnuBaid mnadtd (UUQPPOBBIE 3aIlIaTKA, KOTOPHIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbIO JOPAa0OTKM MNpPOTrpamMMbl) U JIpyrHe
OOHOBJIEHUS CBOEH ONepaMoHHON cucTeMbl. CkaunBai UX TOJIBKO C OPUIIUATBHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUYE€CKOTO OOHOBJICHMUS,
BKJIFOYH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEPE TMOJ MpaBaMH TOJb30BATENsA, a HE
aMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnone3yd aHTUBHUPYCHBIE TMPOTPAMMHBIE IPOAYKTBI HM3BECTHBIX
MIPOU3BOAMTEIIEH, C aBTOMATUUYECKUM OOHOBIIEeHHEM 0a3; 5. Orpannyb pu3nUecKuit
JOCTYII K KOMIBIOTEPY ISl IOCTOPOHHHUX JIMLI;

6. Vcnonb3yit BHENIHUE HOCUTENW MH(OpMaIuuU, Takue Kak ¢uielka, JUCK
uin (aitn U3 MHTEPHETAa, TOJIBKO U3 TIPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbIBali KOMMBIOTEpHBIC (Dailyibl, MONyYCHHBIC W3 HEHAJC)KHBIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpBIE MpUcan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIPaBJIsI Jid OH TeOe UX.



Ceru WI-FI

Wi-Fi - 310 He BU nepeaun JaHHbIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpPEHI,
mapka. Eme B 1991 rony HuaepiaHjckasi KOMIAHUSI 3aperucTpupoBana OpeH[I
"WECA", uro o6o3nagano cioBocoueranue "Wireless Fidelity", koTopsrii
MepeBOIUTCS Kak "0ecrnpoBoHAs TOYHOCTh".

Jlo Haillero BpeMeHH JIoluia apyras abbpeBuarypa, Kotopas sBJIsSI€TCS TaKOU
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO IaHO C
HAaMEKOM Ha CTaHAapT BhIcIIeH 3BykoBoi TexHuku Hi-Fi, 4To B mepeBosie o3Havaer
"BBICOKAsi TOYHOCTB .

Jla, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTeIsIX U adpoIropTax sSBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE 3KCTIEPTHI CUUTAIOT, YTO
obmmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMH.

CoBeTbl 10 0€30MaACHOCTH PAdOTHI B 001IeIOCTYNMHBIX ceTsax Wi-fi:

1. He nmepenaBaii CBOIO JTMUHYIO HHBOpPMAIHIO Yyepe3 oomienoctymnubie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeILHO HE BBOJAWTH MAPOJH JTOCTYIIA, IOTHHBI  KaKUe-
TO HOMEDA;

2. Ucnonb3yit 1 OOHOBIISII aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
cambIM Thl 00€30MacuIllb ce0sl OT 3aKauKl BUPYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkimoun pynkuuto "OOmuii 1oCcTyI K (aitiam
u npuHrepam". [laHHas (yHKUUS 3aKpbiTa MO YMOJIYAHUIO, OJHAKO HEKOTOPBIE
MOJIH30BaTENIM aKTUBUPYIOT €€ JJIsl y100CTBa UCIOIB30BaHUs B paboTe UK ydeoe;
4. He ucnonw3yit myonuunbii WI-FI 11t nepegaun TMYHBIX TaHHBIX, HAIPUMED 15
BBIX0/Ia B COLIMAJIBHBIE CETU WIH B 3JIEKTPOHHYIO MOYTY;

5. Ucnonb3yi#t TOJIbKO 3amuiineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun (yHkiuio "Tloakmouenue k Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKJIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

ConunajabHbIe CeTH

ConuanbpHble CETH aKTUBHO BXOJST B HAIy KHU3Hb, MHOTHE JIFOJU PaboOTatoT
W JKUBYT TaM IMOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan MusiIuap 4ejioBeK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTEIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETSAX, MOXKET
OBbITh HalJileHA W HCIOJb30BaHAa KEM YIOJIHO, B TOM YHCIIe HE 00s3aTelIbHO ¢
OJlaruMu HaMEPEHUSIMU.



OcHOBHBIE COBETHI 10 0€30IACHOCTH B COIUATIbHBIX CETAX:

1. Orpanuub CHUCOK Apy3eil. Y TeOs B IPY3bsIX HE TOHKHO OBITh CITyYalHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amminaid CBOIO 4YacTHYIO Xu3Hb. He ykaspiBail maposu, TenedoHsl,
ajpeca, JaTy TBOEr0 POXICHUS U JPYIyl0 JIMYHYIO  HHQPOPMAIHIO.
3710yMBIIUIEHHUKHA MOTYT UCIIOJIb30BaTh Jake MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POIUTENY TIAHUPYETE IPOBECTU KAHUKYJIBL;

3. 3amminai CBOIO pemyTaluIo - IEP’KU €€ B UUCTOTE U 33/aBail cede Bonpoc:
XoTen Obl Thl, YTOOBI JPyrue TMOJb30BATENM BHUAETH, YTO ThI 3arpykKaeuib?
[Toxymaid, mpexJie YeM 4TO-TO ONyOJMKOBATh, HAIUCATh U 3arpy3UTh;

4. Ecau Tbl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAECIIb, HE UCIIOJB3YH CBOE
peasibHOE UMS U JPYTYIO JIMYHYI0 MHQOpPMAIMK: UMs, MECTO KHUTEJIbCTBA, MECTO
y4eObl U poUee;

5. N36erait pazmemenus pororpaduii B IHTepHETE, T/I€ Tl NM300paXkeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPE/ICIUTh TBOE MECTOIOJIOKCHUE;

6. HpI/I perucrpanuu B COI_II/IaJIBHOI\/'I CCTHu H€O6XOI[I/IMO HCIIOJIB30BaThb
CJIOJKHBIC IMapOJIik, COCTOAIINUC U3 6YKB u HI/I(I)p H C KOJIMYCCTBOM 3HAKOB HC MCHEC

8;

7. Jns coumanmbHOM CETH, NOYThl W JPYrUX CalTOB HEO0OXOAUMO
UCIIOJIb30BaTh pa3Hble naposu. Toraa eciu Te0s B3JIOMAaIOT, TO 3JI0YMBIIIJICHHUKN
I0JTy4aT OCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3sy.

JJIeKTPOHHBbIE IeHbIH

DJIEKTPOHHBIC JICHBI'M - 3TO OYEHb YAOOHBIA CIMOCOO TIaTexeil, OaHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT IMOJYYUTh 3TU JECHBIH. DJIEKTPOHHBIC
JICHbI'M MOSIBUJINCH COBCEM HEJJABHO M UMEHHO U3-32 3TOTO BO MHOTHX TOCY/IapCTBAX
JI0 CHX TIOP HE MPONKCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHr (hyHKIIMOHUPYIOT U O HUX YK€ TIPOITMCAHO B 3aKOHE, T/IC UX
pa3IeNsaioT Ha HeCKOJIBKO BUJIOB - aHOHUMHBIC M HE aHOHHMMHBIC. Pa3zHuiia B ToMm,
YTO aHOHUMHBIE - ATO T€, B KOTOPBIX pa3pemaeTcs MPOBOIUTH Omepanuu 0e3
UISHTU(PUKAIINY TTOJIB30BaTENIsA, 2 B HCAHOHUMHBIX WJICHTU(UKAIUS TI0JIb30BaTEIIs
SIBJISIETCS 0053aTEIHHOMN.

Taxxe crnemyer pasnuyaTh OJJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
rOCYJAapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(UaTHbIE JACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).



OcHOBHBIE COBETHI M0 0€30MACHOM PadoTe € 3JTEKTPOHHBIMHU JIeHbI AMMU::

1. [IpuBsxu K cyeTy MOOMIIbHBIN TeseOH. ITO camblidl yI00HBIN U OBICTPHIN
croco® BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsi3aHHBINA TeneoH MOMOXKET, eciu
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aifielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonb3yit omHopazoBbie maposu. llocne mepexona Ha YCHICHHYIO
aBTopH3aluio Tebe yke He OylIeT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BoiOepu cnoxsblii naponsb. [IpectynmHukam Oyner HE MpPOCTO yrajaath
CJIOKHBIN maposib. HagexHple maposm - 3T0 Mapoiau, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B €051 CTPOYHBIE U IPOIUCHBIE OYKBBI, IUPPHI U HECKOIBKO
CUMBOJIOB, TaKME€ KaK 3HaK JoJuiapa, (yHTa, BOCKJIMIATENbHBIA 3HAaK M T.IL
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.
JJIeKTPOHHAA MOYTa

DNeKTpoHHAs MOYTa - 3TO TEXHOJIOTHS U IPENOCTABIISIEMBIE €10 YCIYTU I10
IIEPECBUIKE U MOIYYEHHIO MIEKTPOHHBIX COOOIEHUM, KOTOPBIE PACIPENEIAIOTCS B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM MOYTOBBIA SAIIUK BBITJISAUT
CJIEYIOIMM 00pa3oM: UMsI_T0JIb30BaTeNsi(@uMs_jnoMeHa. Taxke Kpome nepeaadu
IPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh IIEpe1aBaTh (pailiibl.

OcHoBHBIE COBETHI 10 0€30MACHOI padoTe ¢ IJIEKTPOHHO MOYTOM:

1. Hago BbeIOpaTh mNpaBHIIbHBIA TOYTOBBIM CcepBUC. B uHTEepHETE ecTh
OTPOMHBIN BBIOOp OECIIJIATHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JIYYIII€ JOBEPSITH TEM,
KOTI'0 3HA€lllb, U KTO IIEPBBIM B PEUTHUHTE;

2. He yxa3bIBail B IMYHON MoYTE JMUHYI0 MHGopmanuto. Hanpumep, mydie
BBIOpATh "My3bIKaIbHBIN  (panat@" unu "pok2013" BmecTo "Temal3";

3. Hcnonb3ylh ABYXATAlHYK aBTOPU3ALMIO. DTO KOrJa MOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, MpUChUIaeMbIi o SMS;

4. Be1Oepu CII0KHBIN TTapoib. J{J1s KaXK10Tr0 OYTOBOTO SIIIMKA JTOJKEH OBITh
CBOM  HAQJEKHBIA, YCTOWYMBBIA K  HAJAEKHAS  IpaBOBas  MOJJIEPIKKa
www.consultant.ru Ctpanuna 8 u3 15 B3omy napouib;

5. Ecaum ecTp BO3MOXKHOCTh HAalMCaTbh CaMOMY CBOW JIMYHBIA BOIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcronp3yil HECKOJIBKO MOYTOBBIX SIIUKOB. IlepBbIil mjisi YacTHOM
MEePEeNUCKU C aJpecaTaMu, KOTOPBIM Thl JOBEpsICIIb. ITO AJIEKTPOHHBIA aApec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINHN Ha OopyMaxX U CalTax;



7. He otkpwiBaii (ailyibl U Apyrue BIOXKEHUs] B MUCbMaXx, JTa)ke €ClIu OHU
MPUIILTA OT TBOWX Apy3el. Jlydine yTouHW y HUX, OTIPABISIN JU OHU TEOE ITH
(baiisr;

8. Ilocne okoHuaHusi paOOThl HAa IMOYTOBOM CEPBUCE TMEpei 3aKpbITUEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeidTh".

KubepOymuinHr unu BUPTYaabHOE U3E€BATEIBCTBO

KubepOymmuar -  mpeciiemoBaHHE — COOOIICHUSIMU,  COJEPIKAIIAMHU
OCKOpOIIeHMS, arpeccuro, 3aIyTUBAHHKC; XYJHUTaHCTBO; colMagbHOe
OOHWKOTHPOBAHUE C TIOMOIIBLIO PA3TNIHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI 10 00pbHOe ¢ KHOEePOYIIMHIOM:

1. He Gpocatics B 60ii. JIyummii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOYXHO OOpaTHThCS, TO BHA4aje YCIIOKOUTHCSA. Ecim Th
HayHEIIb OTBEYATh OCKOPOJECHUSIMU Ha OCKOpOJICHHUS, TO TOJIBKO emie OoJibliie
Pa30XKeIb KOH(MIINKT;

2. Yupapisi cBoell kubeppemnyTauue;

3. AHOHMMHOCTh B ceTH MHUMAas. CyIlIeCTBYIOT CHOCOOBI BBISICHUTBH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJHMraHCKMU 0Opa3 BUPTyaJlbHOM >ku3HU. WHTEepHeT
¢ukcupyeT Bce TBOM JEUCTBUS M COXpaHAET MX. YAAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobnroail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. WrHopupyil eauHuuHblii HeraTuB. OJHOpPA30BbIE OCKOPOUTEILHBIC
COOOIICHHMS JTyuIlie UTHOpUpOoBaTh. OOBIUHO arpeccus MpeKpariacTcs Ha Ha4albHON
CTaJluu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIICHUSIMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKH OTIPABKHA COOOIICHHHA C
OTIPEJICIICHHBIX aIPECOB;

8. Ecnu ThI cBUneTenb KuOepOysuMHra. TBOU N€MCTBUS: BHICTYIUTh MPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JACWCTBUS OLICHMBAIOTCS HETaTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuibHbIN TeaedoH

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJTHE B3POCIIbIT
GyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMHU
KoMIibroTepamMu. OHAKO, CPEACTB 3AIIUTHI IJIs1 TIOJIOOHBIX YCTPONUCTB TIOKA OYEHB



MaJio. TecTupoBaHHE U TOMCK YA3BUMOCTEN B HUX MPOUCXOJAUT HE TAK MHTEHCHUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPHIIOKEHUH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ IPAKTHYCCKH  JIOTHAJIH
HACTOJIbHBIE aHAJOTH, OJHAKO pacHupeHue (yHKIMOHANa BIeYeT 3a coOOoM
OOJIBIIYIO CIIO)KHOCTD U MEHBIIYIO 3alMIIEHHOCTb.

]_IaJ'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJICHI/IH, 3aKPBIBAIOIINC
KPUTHUYCCKHUC YA3BUMOCTHU JJII CBOUX YCTPOﬁCTB.

OCHOBHBIC COBETBI I 0e301acHOCTH MOOMJIBHOTO TGJ'IC(bOHaZ
Huuero He saBisgeTcs IMO-HACTOAIICMY OeCIIJIaTHBIM.

Bynab ocTtoposkeH, Beib Koraa Tebe mpeanaraioT OecruiaTHbIM KOHTEHT, B HEM
MOTYT OBITh CKPBITHI KAKHUE-TO IIJIATHBIE YCIYTH;

Hymaii, npexe uem oTnpaBuTh SMS, ¢oro uim Buaeo. Tel TOUHO 3HAEIIb,
rae oHu Oynyr B KoHeyHoOM wutore? HeoOxoaumo OOHOBIATH OINEpalMOHHYIO
CUCTEMY TBOETO cMapT(hOHa;

Hcrnonb3yil aHTUBUPYCHBIE TPOTrPAMMBI JJIsI MOOUJIBHBIX TEIE(OHOB;

He 3arpy>1<aﬁ IMPHUIIOKCHUA OT HCU3BCCTHOT'O MCTOYHHKA, BEAb OHU MOI'YT
COACPKATb BPCAOHOCHOC IIPOIrPaMMHOC O6CCH€‘1€HH€;

[Tocme Toro Kaxk ThI BEIMCIIL C CaiiTa, T/Ie BBOAWI JIHUYHYIO HHPOPMAIIHIO,
3aiiiu B HACTPOUKHU Opay3epa u yjaiu cookies;

[Teprnoanyecku npoBepsiii, KAKUE IJIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOUIBHOTO TelieOHAa TOJIBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSEIIIb;

Bluetooth momken OBITH BBIKIIFOYUEH, KOT/Ia Thl UM HE MOJb3yembcs. He
3a0bIBall MHOT 1A TIPOBEPSTH ITO.

Online urpsi

CoBpeMEHHbBIE  OHJIAWH-UIPBI - 3TO KpPAaCOYHbIC, 3aXBaThIBAIOLIUE
pa3BiieueHus, OOBEAUHSIONIME COTHHU ThICSY YEJNOBEK MO BceMy mupy. Mrpoku
UCCIIEYIOT JaHHBI UM MHp, OOLIAIOTCS APYT C APYrOM, BBINOJHSIOT 3a/laHusl,
CPAKAKOTCSI C MOHCTPAMHM W TOJY4YarOT ONBIT. 32 YIOBOJBCTBUE OHU IUIATT:
MOKYMNAaroT JUCK, OTNIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce atu cpeacTBa uayT Ha OAAEPKAHUE U PA3BUTHUE UTPHI, a TAK)KE HA CaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIlMH, BBIMTYCKAKOTCS HOBBIE
natyu (uQpoBbIe 3aMIaTKU TSl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B no106HBIX UTpax CTOUT OMACAThCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINH OOIBITHHCTBA
urp.

OcHoOBHbBIE COBETHI 10 0€30IIACHOCTH TBOEI0 HI'POBOT0 aKKayHTa:

1. Ecmu npyroit urpok BeaeT ceds TUIOXO0 WM cOo3/1aeT Tebe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. [loxkanyiicss aAMUHUCTPATOPaM UTPbI HA TJI0XOE MTOBEJACHUE ITOTO UTPOKA,
YKEJATEJIbHO MPUJIOKUTh KAKHE-TO J1I0KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii muunyto nHGopMaIuio B mpodaiise urpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIMaibHbIEC TATYH U MOJIBI;

6. Mcrionb3yii CII0KHBIE U PA3HBIE ITAPOJIH;

7. 1axxe BO BpeMs UTpbl HE CTOUT OTKJII0YaTh aHTUBUPYC. [Ioka Tl urpaemip,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

@OUINUHT WA Kpaika JIMYHbIX JaHHbIX

OOBIYHOM KpaXkeil JIeHEer U TOKYMEHTOB CETOJIHS YK€ HUKOTO HE YJIUBUIIID,
HO C pa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH IEPEMECTUINCH B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOMMBIM" JIEJIOM.

Tax mosiBUiach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIMHT,
rJlaBHas LEeJIb KOTOPOrO COCTOMT B TMOJYYEHUH KOH(PUACHIHMAIBHBIX JaHHBIX
M0JIb30BATENEH - TOTMHOB U maposieid. Ha anrnuiickom si3bike phishing untaercs kak
¢dbumuHr (0T fishing - peiOHast 10BIs, password - maposb).

OcHoBHBIE cOBeTHI 0 00pHOE ¢ PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu ThI T0/03peBaciiib, 4TO TBOS aHKETa
Obl1a B3JI0MaHa, TO HEOOX0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOpaM
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. Ucnonw3yii 6e30macHbIe BeO-CaliThl, B TOM YHCIIC, HHTEPHET-MarasuHoB 1
IIOUCKOBEIX CHCTEM;

3. Ucnonw3yit ClOXKHBIE M pa3HbIC Mapoyid. Takum o0pa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUJICHHUKHA TIOJIY4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu TeOs B3JIOMaid, TO HEOOXOAMMO MPEAYNpPEauTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T0OABICHBI y T€OS B IPY3bsX, O TOM, UYTO T€OS B3JIOMAIU H,



BO3MOKHO, OT TBOETO UMEHU OYyJIET pacChlIaThCs CIlaM M CChUIKK Ha (UIIUHTOBBIE
CAUThI;

5. YcranoBu HaaexHsblii napois (PIN) Ha MoOunsHbIi TenedoH;
6. OTKiII04YM cOXpaHEHMe apoJs B Opaysepe;

7. He otkpeiBaii (aityibl U Jpyrue BIOKEHHs B IMHChMax, ke €CIIM OHU
IOPUIILTA OT TBOUX Apy3el. Jlydille yTOuHHM y HUX, OTIPABISUIM JIM OHH TeOe ATH
(aitnbl.

Hu¢posas penyrauus

[udposas permyTaius - 3T0 HEraTUBHAs WM MO3UTUBHASI MH(GOPMAIIHS B CETH
o tebe. KommpomeTupyromas nHpoOpMaIus, pa3MeleHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa30M OTpPa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
pernytarus” - 3T0 TBOW UMUK, KOTOPBIN opMupyercs u3 nHdopmaiuu o Tede B
UHTEpHETE.

TBoe MecTO JKHUTENIbCTBA, YueObl, TBOE€ (DUHAHCOBOE MOJIOKEHUE,
O0COOEHHOCTH XapaKTepa U paccKkasbl 0 OJIM3KUX - BCE ITO HAKAILJIMBAETCS B CETH.

MHorue moapOCTKH JIETKOMBICIEHHO OTHOCSTCS K ITyOJIMKAIMKA JIMYHON
uHpopMaluu B MHTepHETE, HE MOHMMAsI BO3MOXHBIX IocieAcTBUil. Thl naxke He
CMOJKeIIb IorafaTbcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKAa3a MPUHATH T€0s HA paldoTy.

KommenTapuu, pazmenieHue TBoux (poTorpapuii U Jpyrue AeUCTBUS MOTYT
HE MCYE3HYTH JTaKE MOCJE TOr0, KaK Thl X YAAIulIb. Thl HE 3HACHIb, KTO COXPAaHUII
3Ty UH(GOpPMAaIHIO, TI0Taja JIM OHA B IOUCKOBBIE CUCTEMBI U COXpPaHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKPYKAIOIIHME JIFOAH, KOTOPhIE HAUAYT U YBUIAT
sT0. Haiitu mH(pOpMannio MHOTO JET CIYCTS CMOXET JI00M - Kak U3 J0OphIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM IPUUUHUTH BPEJl. DTO MOXKET OBITh KTO YTOHO.

OcHoOBHBIE cOBeTHI MO 3amUTe HUGPOBOH penmyTANNM:

1. ITogymaii, mpexzae ueM 4yTo-To MyOJMKOBATh U MepeaaBath y ceds B Oyiore
WA B COIMAJILHOM CETH;

2. B mnacrpoiikax mpoduiis yCTaHOBH OTPAaHUYEHHUS HA MPOCMOTP TBOETO
pouIIsS U €ro COACPIKUMOTO, CACNIal ero TOJBKO "/ist py3eit';

3. He pa3memaii u He yka3piBail nHMOpPMAIKIO, KOTOpask MOXKET KOTO-JIHO0
OCKOPOJISTH WJIH OOMXKATh.

ABTOpCKO€ NPaBo

COBpeMeHHBIC IMIKOJbHUKMN - AKTHBHBIC IIOJIB30BAaTCIN I.IPI(l)pOBOFO
IpOCTpaHCTBA. OI[HEIKO JaJICKO HE BCC 3HAKOT, 4YTO II0JIb30BaHUC MHOI'MMH



BO3MOXKHOCTSIMU ~ LM(PpoBOro  Mupa TpeOyeT  coONoAeHUs TpaB  Ha
UHTEIJIEKTYyalbHYI0 COOCTBEHHOCTb.

TepmuH "WHTEIEKTyallbHass COOCTBEHHOCTBH" OTHOCHUTCS K pPa3IUIHBIM
TBOPEHHUSM YEJIOBEUECKOrO0 yMa, HayMHAas C HOBBIX H300pPETEHHUN M 3HAKOB,
0003HaYarOMUX COOCTBEHHOCTh Ha MPOIYKTHl U YCIYTH, U 3aKaHUMBasi KHUTAMU,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKAJIbHBIMH NTPOU3BEACHUSMH.

ABTOpCKHME TIpaBa - 3TO MpaBa Ha MHTEJUIEKTYalbHYI0 COOCTBEHHOCTh HA
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHE IPaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TpyZ aBTOpa HE
OyIeT HampacHbIM, JAacT €My CIpaBeUIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOEr0O TpyAd, MOJYYUTh W3BECTHOCTh MU mNpu3HaHue. Hukro 0Oe3
paspemieHuss  aBTOpa HE  MOXET  BOCIPOHU3BOAWTH €r0  IPOU3BEACHHE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, NPOJABATH, HMIIOPTHUPOBATH,
NycKaTb B MPOKAaT, MyOJIMYHO HCIONHSTH, MOKA3bIBATh/UCHOIHATE B 3QUpE WIU
pasmemats B MHTEpHETE.

Hcnonb3zoBanne "muparckoro" MpPOrpaMMHOTO  OOECIEYEHHS  MOMKET
NPUBECTM K MHOTMM pHUCKaM: OT NOTEPH JAaHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJICHA HeJerajibHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIeTalbHbIE M O€CIUIaTHBIE MPOrPAMMBI,
KOTOPBIE MOKHO HAWTH B CETH.

O nopraJe

CeteBu4OK.p( - TBOM TJIABHBIN COBETUUK B CETU. 3/1€Ch Thl MOXKEIIIb Y3HATH O
0€30MacHOCTU B CETH TMOHSTHBIM U JIOCTYIMHBIM SI3BIKOM, a MPU BO3HUKHOBEHHUH
KPUTUYECKON CHUTyalluu OOPAaTHTHCS 3a COBETOM. A TaKkXe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



